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infineon
Target Products L/

» Target product list for this training material

Family Category Series Code Flash Memory Size
Traveo™ [I Automotive Body Controller Entry CYT2B6 Up to 576KB

Traveo Il Automotive Body Controller Entry CYT2B7 Up to 1088KB

Traveo Il Automotive Body Controller Entry CYT2B9 Up to 2112KB

Traveo |l Automotive Body Controller Entry CYT2BL Up to 4160KB

Traveo Il Automotive Body Controller High CYT3BB/4BB Up to 4160KB

Traveo Il Automotive Body Controller High CYTABF Up to 8384KB

Traveo Il Automotive Cluster CYT3DL Up to 4160KB

Traveo Il Automotive Cluster CYT4DN Up to 6336KB
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Hint Bar

Introduction to Traveo Il Body Controller Entry

> Protection units (MPU/SMPU/PPU) are in CPUSS and peripheral interconnect

CPU Subsystem .
CYT2BL Review TRM chapter 6 and
MXS40-HT SWIETMITM/CTI SWIMTB/CTI :
ASILE JETMIT eCT Flash oole CRYPTO the Register TRM for
4160 KB Code-flash + SRAMO SRAML | |8 DIE D15 S| | aes, sha crc, Arm ROM dditional detail
Arm Cortex-M4 128 KB Work flash 256 KB 256 KB £2|82z 2 TRNG, RSA, Cortex-M0+ 32 KB additional details
160 MHz ERERS 33‘5 ECC 100 MHz
System Resources MPU 8 KBFTash ClomlerKB Ll SRAM Controller SRAM Controller Initiator/MMIO MPU ROM Controller
Power
Sleep (I:ontrol I I
POR | BOD
ovD | VD MPU/SMPU
REF
PWRSYS-HT I
DO PPU
Clock
- i ifi 1L 3¢ Jf 3¢ 1° 1L 3f
2xILO_| WDT Prog.
o Anclog 2
= m
1xPLL SAR m R S s o <
I ADC 2‘)’3 %§ :S B._\ 8; )2>% em Lo
Reset = - = z 0 X %) ul = n
ol | ez 23 IR 2|5
o o3 %% 35 %8 58 s% 28llz2
Test Q °3 57 2% 1372 0 g 2
3 x3 s ® 2]
o =
o SARMUX 7} X 7} 7} 7y 7y X
[ wco |
e
ii v v v v Y v v
F’:W.e’ Modes [ High-Speed /O Matrix, Smart /O, Boundary Scan ]
ctive/Sleep -Q%E—'—Y—
LowePowerActive/Sleep v 5x Smart I/0
DeepSleep [ Up to 148x GPIO_STD, 4x GPIO ENH |
Hibernate 1/0 Subsystem
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infineon
Introduction to Traveo Il Body Controller High L/

> Protection units (MPU/SMPU/PPU) are in CPUSS and peripheral interconnect Hint Bar

TTCM DTCM CPU Subsystem
CYT4BF e DTCH Review TRM chapter 6 and
MXS40-HT SWIETMITICTT o1 it CRYPTO SWINTBICTT the Register TRM for
ASIL-B Arm Cortex-M7 6385 1B Cotofash | | SRAMO | | SRAML | | SRAM2 | |5 SIE2IEE| | aes,sracre, Arm ROM additional details
Q o)
350 MHz +256 KB Workflash | | 512KB || 256Ke || 256Ke | 10212 21g Q| | TG RsA | | Cortex-MO+ 64 KB
System Resources FPU_| DS 5 ERSERSERS 100 MHz
(spioP) | 16KB | 16KB 8KES | BKBS SRAM SRAM SRAM 2 Of= —
SIQZ;]‘gZ:tmI AFBP TR AHES Fash Controller controller | |_controller | | controller Initiator/MMIO Ny [ ROM Controller
POR [ BOD I!lll!lll! Ii‘ I
ovP | LvD MPU/SMPU
REF
PWRSYS-HT I I I
DO
?
Clock 5
o
Clock Conial i 17 1€ 1L 30 3L 30 3C 3L 3°T -
2xILO | wDT Prog. 1 53
IMO | ECO Analog o 5 g2 ”
FLL_| cov saR sellfe 511 |lexlleell2 Solloicl|g
IxPLL ADC exl|12e col leel el 12212512 m SR |5 x||ge
— - = o zo| |2 X% 32| |= = 5 @ mm| |28 w[|5 8
R t o (12-bit) g cC 3= e X ol | 90| |<m [ gl sS4l |ez = s XL
ese %) =9| |20 sclisal 28] 122 (2% 122 | & [ET||25F||:°
& solls2 25| 128| |2g| [T 2| B3| s ol | 8| |27||e1 7|3
on : E z > |3 + g
o o3| =2 s [z |F°|5%] |5 i
Test o = @ Ef_ff
TestMode Entry ©
Digital DFT SARMUX B S I S N S ¥ 7 R X %
Analog DFT 96 ch
—A —a A —a
[ weo ] VoL
RTC | High-Speed 1/0 Matrix, Smart I/O, Boundary Scan |
Power Modes A ii | S Smart 10
Active/Sleep | Up to 196x GPIO_STD, 4x GPIO_ENH, 40xHSIO |
LowPowerActive/Sleep
DeepSleep I/0 Subsystem
Hibernate
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Introduction to Traveo Il Cluster

> Protection units (MPU/SMPU/PPU) are in CPUSS and peripheral interconnect Hint Bar

7 7 CPU Subsystem GFX Subsystem
CYT4DN et T 4 Review TRM chapter 6 and
MXS40-HT .
SWIETMITMICTT
ASIL-B eCT Flash . CRYPTO - the Register TRM for
Arm Cortex-M7 6336 KB Code-flash SRAMO || SRAM1 || SRAM2 | |3 P[P ® Z | aes, sha, cre Arm ROM VRAM 2 additional details
a [ee] [e}v] [ o] NG, RSA, 5
320 MHz 4128 KB Workfiasn | | 256KB || 26KB || 128k | 2212915 31 | TG Rea | | Cortex-MO+ 64 KB 4096 KB g
FPU_ | DS N RS ERSERS 100 MHz Q
System Resources (sPioP) | 16KB | 16kB (<) [ B8KBS | BKBS | SRAM SRAM SRAM == y
4 AHBP MPU Flash Controller Controller_| |_Controller | [ controller Initiator/MMIO ROM Controller VRAM Controller
Power ~ - +
Sleep Control I!ll‘!l! 1 IlI
PR I 8% MPU/SMPU . X Interconnect (AXI)
REF
PWRSYS-HT I
LDO % >’>}
-
= v x byl
Clock gy =z
Clock Contral 1 I ‘ I t ‘ of ol 8 N
2xIL0_| WDT Prog. 4 5 53 o) = o
MO | ECO z 2 o S
Mo ECO Analog o i s S m 8 ‘ﬁé % @ én
8xPLL | LPECO SAR > X o8 o o o ~ H Skl o8 - o E
ADC Y o N XN - 7 0= B3 s m S| [g8x 2 I @
Reset = 12-bit s|X(Zlol&]|X| [P 5 2X =R |2 g Ie) "‘5 % oml (522 < =l
gl | e HPEEERER 9| [Ec| lco| |cal |22 2all 2| |23 [¢22 =12
7} HIdENEIRERY gx| [2E]| |3 > Z El @ ST| =S
A ol5|3|2|B|g| |5 2 i3 122|122 |28 |5 2 2ml| 4 RS
Test Q o~ < £S 8~ - 4@ o g Z + g2
) ES 2 z z 8 2 oy
o 2 ® |22
3 <
%]
SARMUX 1 r t 1 ) 2
48 ch
A2
Power Modes [ High-Speed I/O Matrix, Smart I/O, Boundary Scan ]
Active/Sieep 1 iI ‘ 1x Smart IO
K [ 52X GPIO_STD_BXGPIO_ENH, 26X GPIO_SMC_ 70X HSIO_STD, 22 HSIO_ENH, 4x HSIO ENG DIFE ]
Hibernate 1/O Subsystem
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Infineon
Protection Unit Overview L/

Allows/restricts bus transfers on the bus infrastructure .y
eview TRM chapter 6 and
— Includes four protection units (MPU/SMPU/PPU/SWPU) Register TRM for

additional details

) Features Training section
— Supports various access attributes references:
— Address range (Start Address and Region Size)
- Read/Write

- Execute (Code or Data)
- Privileged/Unprivileged
- Secure/Non-secure
- Protection context (PC)
- Protects protection structures

— Captures protection violations in fault report structure
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Protection Context

> Protection Context (PC) is an access attribute of the protection units

»  The PC prevents erroneous writing from the access with an unintended
PC to memory and peripheral

> The PC helps to apply different protection attributes without changing the
SMPU, PPU, and SWPU settings
— Traveo Il supports eight PCs
— Used as the PC attribute for bus transfers

— Access to memory and peripheral is allowed or restricted by SMPU, PPU and
SWPU

— Changed by reprogramming the PC field in MSx_CTL

- PCO and PC1 are hardware-controlled and not available to the user;
PC2 to PC7 are available
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Review TRM chapter 6 and
the Register TRM for
additional details




Protection Context Programming and Restrictions

> PC Programming
- Main CPU!, secondary CPU?, and test controller bus master have a PC field?
— A PC attribute is changed by reprogramming the PC field
— The PC is used as the access attribute for all bus transfers by the master
- The SMPUs, PPUs, and SWPUs allow/restrict bus transfers based on the PC
attribute

> PC Programming Restrictions
— Changes to the PC can be restricted by the PC_MASK* field
— Controlled by secure CPU (CMO0+)

PC MASK Example®

PC_MASK_15 TO_1 Field PC_MASK_0
A

oj1,0}]1}]0]0|0]0O0

[15] [14] [13] [12] [11] [10] [9] [O]

1 The main CPU refers to CM4 or CM7 CPU in the MCU. 4PC_MASK field is located in the SMPU_MSx_CTL register. PC_MASK_0 is always ‘0’ and cannot set any master.
2 The secondary CPU refers to CM0+ CPU in the MCU. 5PCs 4 and 6 are configurable; other PCs are nonconfigurable.
3 The PC field is located in the MPU_MSx_CTL register.
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Review TRM section 6.3
and the Register TRM for
additional details




Use Cases:

Protection Context

> Software separation between ASIL! and QM?

Main CPU PC Field for Main CPU SMPU

Memory

> Region0

> Attributes

ASIL Software ASIL Software - PC[4]

Sets PC Field - Privileged Read/Write

to PC[4] - Unprivileged Read/Write
Before Memory

A 4

PC[4]

Privileged

Region 0

Access > Region 1

> Attributes

QM Software - PCB
- Privileged Read/Write

Unprivileged - .
- Unprivileged Read/Write

Region 1

> Region 2
> Attributes
- PC[4] and PCI6]
- Privileged Read/Write
- Unprivileged Read/Write

Region 2

1 ASIL: Automotive Safety Integrity Level. This software function has safety requirements.
2 QM: Quality Management. This software function does not have safety requirements.
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Use Cases:

Protection Context

> Assign PC[4] to ASIL software

Main CPU

PC Field for Main CPU

SMPU

Memory
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Trapsfer PC[4] Transfer
ASIL Software Attribute: Attribute:
o Privileged Privileged
Privileged Read Read PC[4]
N\
Attribute of PC[4] is
Given for Bus
Transfer After PC
QM Software Field Setting
Unprivileged

>

>

Region 0

Attributes
- PC[4]
- Privileged Read/Write
- Unprivileged Read/Write

Region 0

>

>

Region 1

Attributes
- PC[5]
- Privileged Read/Write
- Unprivileged Read/Write

Region 1

>

>

Region 2

Attributes
- PC[4] and PC[6]

- Privileged Read/Write

- Unprivileged Read/Write

Region 2
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Use Cases:

Protection Context

> Restrict memory access between PCs with SMPU

Main CPU

ASIL Software
Privileged

QM Software
Unprivileged
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PC Field for Main CPU SMPU Memory
> Region 0
T " PCl4] - ‘ > Attributes
ransfer ransfer .
Attribute: Attribute: » - PCH] » Region 0
Privileged )\ Privileged - Privileged Read/Write
Read @ Read PC[4] - Unprivileged Read/Write
Attribute of PC[4] is > Region1
Given for Bus Transfer ;
After PC Field Setting » Aurbutes ,
> - PC[5] ® Region 1
- Privileged Read/Write
- Unprivileged Read/Write
> Region 2
> Attributes
g - PC[4] and PC[6] Region 2

Privileged Read/Write
Unprivileged Read/Write
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ASIL Software is
Permitted in Region O
and Region 2

ASIL Software is not
Permitted in Region 1

ASIL Software is
Permitted in Region O
and Region 2



Use Cases:

Protection Context

» Software separation between ASIL and QM

Main CPU PC Field for Main CPU SMPU

Memory

> Region 0
> Attributes
- PC[4]
- Privileged Read/Write
- Unprivileged Read/Write

> PC[5]

ASIL Software
Privileged

Region 0

> Region1
> Attributes
- PC[5]
- Privileged Read/Write
- Unprivileged Read/Write

QM Software

Unprivileged QM Software
Sets PC Field to

Region 1

PC[5] Before

Memory Access > Region 2

> Attributes
- PC[4] and PCI6]
- Privileged Read/Write
- Unprivileged Read/Write

Region 2
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Use Cases:

Protection Context

» Assign PCI[5] to QM software

Main CPU

ASIL Software
Privileged

QM Software

Unprivileged
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PC Field for Main CPU SMPU Memory
> Region 0
PCls > Attributes
(5] > - PC[4] Region 0
- Privileged Read/Write
- Unprivileged Read/Write
Transfer Transfer ’ Reqmn !
Attribute: Attribute: > Attributes
Unprivileged Unprivileged » - PC[5] Region 1
Write \-l_—/ Write PC[5] - Privileged Read/Write
Attribute of PC[5] is - Unprivileged Read/Write
Given for Bus === . -
Transfer After PC > Region2
Field Setting > Attributes
» - PC[4] and PCI[6] Region 2
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All rights reserved.

(infineon



Use Cases:

Protection Context

> Restrict memory access between PCs with SMPU
PC Field for Main CPU

Main CPU

ASIL Software
Privileged

QM Software

Unprivileged

PC[5]

Transfer
Attribute:
Unprivileged
Write PC[5]

SMPU

Memory

\ 4

>

Region 0
Attributes

PCI[4]
Privileged Read/Write
Unprivileged Read/Write

Region 0
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\ 4

>

Region 1
Attributes

PCI5]
Privileged Read/Write
Unprivileged Read/Write

Region 1

\ 4

>

>

Region 2
Attributes

PC[4] and PC[6]
Privileged Read/Write
Unprivileged Read/Write

Region 2

Copyright © Infineon Technologies AG 2020. All rights reserved.

(infineon

QM Software is not
Permitted in Region 0
and Region 2

QM Software is
Permitted in Region 1

QM Software is not
Permitted in Region 0
and Region 2
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Block Diagram of Protection Unit

> Protection unit consists of the following components

m4cpuss Arm pro_vides add_itional
supporting material on
CM4 CPU CMO+ CPU Test M-DMA Crypto P-DMAO P-DMA1 their Webpage at:
Controller http://infocenter.arm.com
MPU MPU
. 1 .
faernfra MPU slow_infra
SMPU SMPU SMPU SMPU SMPU SMPU SMPU
[ ]
Peripheral Block
Master Master Master Master
Interface Interface Interface Interface
PPU PPU | PPU | | PPU |
Peripheral Peripheral
Group 0 Group 15
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infineon
Memory Protection Unit Block Diagram &—/

) M P U CM4 CPU CMO+ CPU Test mAr»:-p:;j\ Crypto P-DMAO P-DMAL
— Provides memory protection

MPU . P
— Arm provides additional

— Associated with a single master | supporting material on

. . fast finfra slow_infra their Webpage at:
- Each CPU can independently give http://infocenter.arm.com
different roles

SMPU SMPU SMPU SMPU SMPU SMPU

) ] ' ' Review TRM chapter 6
- P-DMA, M-DMA, and Crypto inherit and Register TRM for
the attribute of programmed transfer | L | e L L || additional details
. . Interface Interface Interface Interface Lo B
— Up to sixteen regions ] ||| Training section
— Two types of MPU: CPUSS
- Arm Cortex-M4/7 CYT2 series
and Cortex-M0+ CPU CM4: 8 regions
— Bus infrastructurel for the test controller? CYT3/4 series

icti CM7: 16 regi
— Access restriction: regions

- Address range, Read/Write, Execute, and
Privileged/Unprivileged
— The region is equally divided into eight
subregions

1 The definition of MPU aspect of bus infrastructure follows the Arm MPU definition.
2 The test controller is connected to the external debugger.
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MPU Protection as Part of CPU

> Use Case 1

— Software (funcl) of both CPUs accesses to memory with privileged write

Main CPU_0*

MPU

Software (funcl)
Privileged Write

Region 0

Attribute:

- Privileged Read/Write

- Unprivileged No
Access

Software (func2)
Unprivileged

Region 1

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write

Region 2

Attribute:

- Privileged No Access

- Unprivileged No
Access

1 Main CPU_O is CM4 or CM7_0 in CYT2 (Entry).
2 Main CPU_1 is CM7_1 in CYT4BF (High).
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Memory

Region 0

Region 1

Region 2
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Main CPU_12 or Secondary CPU

MPU

Region 0

Attribute:

- Privileged Read/Write

-  Unprivileged
Read/Write

Region 1

Attribute:

- Privileged Read only

- Unprivileged Read only

Region 2

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write

Software (funcl)
Privileged Write

Software (func2)
Unprivileged




MPU Protection as Part of CPU

> Use Case 1

— Software (funcl) of Main CPU_0 is allowed access to Region 0 and Region 1

Software (funcl)
Privileged Write

MPU

Main CPU_1 or Secondary CPU

Infineon

;

Software (funcl) of Main CPU_1 or secondary CPU is allowed access to Region 0 and Region 2
Main CPU_0

Region 0

Attribute:

Privileged Read/Write
Unprivileged No
Access

MPU

Software (func2)
Unprivileged

Region 1

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write

Region 0
Attribute:
- Privileged Read/Write

- Unprivileged
Read/Write

Software (funcl)
Privileged Write

Region 2

Attribute:

- Privileged No Access

- Unprivileged No
Access

Region 1
Attribute:
- Privileged Read only

- Unprivileged Read only

Software (func2)

Unprivileged

Region 2

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write
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MPU Protection as Part of CPU

» Use Case 2

— Software (func2) of both CPUs accesses to memory with unprivileged read

Main CPU_0

Software (funcl)
Privileged

MPU

(infineon

Main CPU_1 or Secondary CPU

- Region0
- Attribute:

- Privileged Read/Write
- Unprivileged No

Access

MPU

Software (func2)

Unprivileged
Read

-  Regionl
- Attribute:

_> - Privileged Read/Write

- Unprivileged
Read/Write

Region 0

Attribute:

- Privileged Read/Write

-  Unprivileged
Read/Write

- Region 2
- Attribute:

_> - Privileged No Access

- Unprivileged No
Access

Region 1

Attribute:

- Privileged Read only

- Unprivileged Read only

Software (funcl)
Privileged

Region 2

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write
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MPU Protection as Part of CPU

» Use Case 2
— Software (func2) of Main CPU_0 is allowed access to Region 1

— Software (func2) of Main CPU_1 or secondary CPU is allowed access to all regions
Main CPU_0

Software (funcl)
Privileged

Software (func2)

Unprivileged
Read

MPU

Region 0

Attribute:

- Privileged Read/Write

- Unprivileged No
Access

Region 1

Attribute:

- Privileged Read/Write

-~ Unprivileged
Read/Write

Region 2

Attribute:

- Privileged No Access

- Unprivileged No
Access
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Data Transfer Not Permitted
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Main CPU_1 or Secondary CPU

Region 0 ‘

» Region 1 ‘

egion 2 ‘

MPU

Region 0

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write

Region 1

Attribute:

- Privileged Read only

- Unprivileged Read only

Region 2

Attribute:

- Privileged Read/Write

- Unprivileged
Read/Write

Software (funcl)
Privileged

Software (func2)

Unprivileged
Read




infineon
P-DMA/M-DMA/Crypto Access Attribute &—/

> Inherit the access control attributes of the programmed bus transfer for

these bus transfer attributes _
Review TRM chapter 6 for

Main CPU P-DMA additional details
P-DMA
Channel Setting
DMA CHO Setting
Unprivileged CcHo
PC[7] Unprivileged
Non-secure > PC[7]
I Non-secure
|
I ?
L e e e e e o e e e e e e e e =
/ SMPU Memory
P-DMA Unprivileged, Write,
Inherit the Access Attributes PC7, Non-secure
>
CHO
Unprivileged PPU Peripheral
Activation Trigger » PCI7]
Non-secure
Unprivileged, Read,
PC7, Non-secure
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Shared Memory Protection Unit Block Diagram

y  SMPU

Provides memory protection
Shared by all bus masters

Includes 16 regions
Access restriction to:

Address range
Read/Write

Execute
Privileged/Unprivileged
Secure/Non-secure
Protection Context

m4cpuss
CM4 CPU CMO0+ CPU Test M-DMA Crypto P-DMAO P-DMA1
Controller

| MPU | | MPU |

fast_Jinfra MPU slow_infra

SMPU m SMPU m SMPU SMPU SMPU

Peripheral Block

Master Master Master Master

Interface Interface Interface Interface
PPU PPU PPU PPU

Peripheral Peripheral
Group 0 Group 15

The region is equally divided into
eight subregions

Protection pair: slave and master
protection structures
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Review TRM chapter 6 and
the Register TRM for
additional details

Training section
references:
CPUSS




SMPU Protection

>

Use Case 1

(infineon

— Main CPU_O0 software accesses to memory with privileged write, non-secure, and PC[5]
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Main CPU 0 SMPU Memory
Privileged - Attribute: Region 0
Write - PCl4]
- Wi i Region 0
Ne-SEaue > Perll'eged Read/Write
- Unprivileged No Access
POk - Secure
- Attribute: Region 1
Main CPU_1 - PC[5]and [6] '
— - Privileged Read/Write Region 1
Unprivileged ~  Unprivileged Read only
Write - Non-secure
Non-secure - Attribute: Region 2
PC[6] - PC[4] and [5] )
— - Privileged Read/Write Region 2
- Unprivileged No Access
Secondary CPU - Secure
Privileged - Attribute: Region 3
. - PC[4], [5] and [67
Write :
S — - Privileged Read/Write Region 3
ecure - Unprivileged Read/Write
PC[4] - Non-secure
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SMPU Protection

> Use Case 1

— Main CPU_O software is allowed access to Region

Main CPU 0

Privileged
Write
Non-secure
PC[5]

1 and Region 3

Main CPU_1

Unprivileged
Write
Non-secure
PC[6]

Secondary CPU

Privileged
Write
Secure
PC[4]
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SMPU Memory
Attribute: Region 0
- PC[4]
- Privileged Read/Write & Region 0
- Unprivileged No Access
- Secure ———
Attribute: Region 1
- PC[5] and [6]
- Privileged Read/Write » Region 1
- Unprivileged Read only
— Non-secure ————
Attribute: Region 2
- PC[4] and [5]
- Privileged Read/Write ®‘ Region 2
- Unprivileged No Access
- Secure ——
Attribute: Region 3
- PCI4], [5] and [6f
- Privileged Read/Write » Region 3

- Unprivileged Read/Write
- Non-secure
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SMPU Protection

» Use Case 2
— Main CPU_1 software accesses to memory with unprivileged write, non-secure, and PC[6]
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Main CPU 0

Privileged
Write
Non-secure
PC[5]

Main CPU_1

Unprivileged
Write

Non-secure
PC[6]

Secondary CPU

Privileged
Write
Secure
PC[4]

SMPU Memory
Attribute: Region 0
- PC[4]
- Privileged Read/Write Region 0
- Unprivileged No Access
- Secure ——
Attribute: Region 1
- PCI5] and [6]
~  Privileged Read/Write Region 1
- Unprivileged Read only
— Non-secure ———
Attribute: Region 2
- PC[4] and [5]
- Privileged Read/Write Region 2
- Unprivileged No Access
- Secure e
Attribute: Region 3
- PCI4], [5] and [6f
- Privileged Read/Write Region 3

- Unprivileged Read/Write
- Non-secure
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SMPU Protection

» Use Case 2

— Main CPU_1 software is allowed access to Region 3
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Main CPU 0

Privileged
Write
Non-secure
PC[5]

Main CPU_1

Unprivileged
Write

Non-secure
PC[6]

Secondary CPU

Privileged
Write
Secure
PC[4]

SMPU Memory
Attribute: Region 0
- PC[4] )
- Privileged Read/Write & Region 0
- Unprivileged No Access
- Secure
Attribute: Region 1
- PC[5] and [6]

- Privileged Read/Write
- Unprivileged Read only

Regioy

- Non-secure

Attribute: Region 2 /

- PC[4] and [5] )

- Privileged Read/Write Region 2
- Unprivileged No Access

- Secure

Attribute: Region 3

- PC[4], [5] and [6] )

- Privileged Read/Write Region 3

- Unprivileged Read/Write
— Non-secure
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SMPU Protection

» Use Case 3
— Secondary CPU software accesses to memory with privileged write, Secure, and PC[4]
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Main CPU 0

Privileged
Write
Non-secure
PC[5]

Main CPU_1

Unprivileged
Write
Non-secure
PC[6]

SMPU

Memory

- Attri

p— _

bute: Region 0

PC[4]
Privileged Read/Write
Unprivileged No Access
Secure

Region 0

- Attri

— —

bute: Region 1
PC[5] and [6]

Privileged Read/Write
Unprivileged Read only
Non-secure

Region 1

- Attri

Secondary CPU

Privileged
Write

Secure
PC[4]

P> -

bute: Region 2

PC[4] and [5]
Privileged Read/Write
Unprivileged No Access
Secure

Region 2

- Attri

P! -

bute: Region 3

PC[4], [5] and [67
Privileged Read/Write
Unprivileged Read/Write
Non-secure

Region 3
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SMPU Protection L/

» Use Case 3 Hint Bar
Secondary CPU software is allowed access to Region 0, Region 2, and [ "~ -
Reg|0n 3 allows both non-secure

. and secure access
Main CPU 0 SMPU Memory
Privileged - Attribute: Region 0
Write - PCH4] .
— - Privileged Read/Write Region 0
Non-secure b
PCI5 - Unprivileged No Access Data Transfer
(3] . - Secure e Not Permitted
- Attribute: Region 1
Main CPU_1 - PC[5] and [6] i
— - Privileged Read/Write Region 1
Unprivileged - Unprivileged Read only
Write . - Non-secure e
Non-secure - Attribute: Region 2
PCI6] - PC[4] and [5] .
— - Privileged Read/Write » Region 2
- Unprivileged No Access
Secondary CPU —  Secure
Privileged - Attribute: Region 3
; - PC[4], [5] and [67
Write .
= P - Privileged Read/Write » Region 3
SCUrE - Unprivileged Read/Write
PC[4] - Non-secure
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Peripheral Protection Unit Block Diagram

» PPU
Provides peripheral protection
Shared by all bus masters
Two PPU types:

Fixed PPU structure!
Programmable PPU structure?

Access restriction to:

Protection pair: slave and master protection structures

Address range

(restricted to programmable PPU)

Read/Write
Privileged/Unprivileged
Secure/Non-secure
Protection Context

mécpuss
CM4 CPU CMO+ CPU Test M-DMA Crypto P-DMAO P-DMA1
Controller
MPU MPU
1
fast |infra MPU slow_infra
SMPU SMPU SMPU SMPU SMPU SMPU SMPU
[ I
Peripheral Block
Master Master Master Master
Interface Interface Interface Interface
PPU PPU PPU PPU
Peripheral Peripheral
Group 0 Group 15

Applies different setting for each PC

Protection information uses a single SRAM with ECC

1 Protects address range of known resources
2 Protects address range of specific resources
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Review TRM chapter 6 and
Register TRM for
additional details

Review TRM section 6.4.7
for details of SRAM and
ECC

Fixed structures take
precedence over
programmable structures




Use Cases:

PPU Protection

(infineon

> Execute system settings such as clock and initial setting of peripheral in startup software at
power-up

»  Startup software: Privileged, PC[4] access to peripheral

Main CPU

Startup Software
Privileged
PC[4]

PC Field for main CPU

PC[4]

A 4

A 4

Normal Operation
Software

Privileged
PCI6]
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f

Configure
Peripheral
Settings After
PCI[4] Setting

|-

PPU Peripheral
> Region 0
> Attribute:
- PC[4]
—  Privileged Read/Write
L System Control
- Unprivileged (Clock
Read/Write !
Interrupt, etc.)
- PC[6]

Privileged No Access
Unprivileged No
Access

Transfer
Attribute is
Privileged,

Write, PC[4]

\ 4

>

>

Region 0
Attribute:
PC[4]

Privileged Read/Write
Unprivileged
Read/Write

PC[6]

Privileged Read/Write
Unprivileged
Read/Write

Peripheral
Control/
Data Register
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Use Cases: .
Infineon
PPU Protection L/

> Transfer to normal operation software after initial setting and startup

software is not executed

Advantage:
> Normal operation software: Privileged, PC[6] access to peripheral Prevents erroneous
ivheral change of system setting
PPU Periphera by applying different
Main CPU PC Field for main CPU T Region 0 === access attributes between
’ initial setting and normal
> Attribute:
- PC[4]
> PCI6] —  Privileged Read/Write System
> = Unprivileged Control
Read/Write (Clock,
Startup Software Interrupt, etc.)
- - PC[6]
Privileged —  Privileged No Access
PC[4] = Unprivileged No
Access
Transfer - ; ===
Attribute is > Region0
Oﬁg:g%n Privileged, > Attribute:
i .
Software Write, PCI6] - PC[4]‘ _ _
Privileged v - Pr|V|Ile§l;ed Read/Write Peripheral
D\ o -~ Unprivileged Control/
PCle] 4 d-/ d Read/Write Data Register
- PCl6]
pgi‘?;;]té?;s - Privilleged Read/Write
After PC[6] = Unprivileged
Setting e Read/Write e

002-22193 *D  2020-12-03 Copyright © Infineon Technologies AG 2020. All rights reserved.



SWPU

»  SWPU is used to access restrictions to flash (write!) and eFuse (read/write)

SWPU prevents malicious or unintended access of flash or eFuse.

SWPU has three Protection Units:

- FWPU: Flash Write Protection Unit. (Up to 16 regions)

- ERPU: eFuse Read Protection Unit. (Up to 4 regions)

- EWPU: eFuse Write Protection Unit. (Up to 4 regions)

SWPU has two configuration parts:

- Boot protection: It cannot be updated.

—  Application protection: It is additional access restrictions specific to the application.
SWPU is read during boot process from SFlash, and stores them in RAM

Access restriction to:
- Address range

- Read/Write

- Privileged/Unprivileged
—  Secure/Non-secure

—  Protection Context

Protection pair: slave and master protection structures

1 Program and Erase
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Review TRM section 6.5
for additional details
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SWPU Structure (Application Protection)

y  SWPU is stored in SFlash .
Hint Bar

Object Size 4 bytes Number of configured elements Review TRM section 6.5
FWPU N_FWPU 4 bytes Number of FWPU objects. Up to 16 regions for setting example

FWPUOQO_SL_ADDR 4 bytes Configures the FWPUO base address

FWPUOQ_SL_SIZE 4 bytes Configures the FWPUO region size and FWPUO enable

FWPUOQO_SL_ATT 4 bytes Configures the FWPUO slave attribute

FWPUO_MS_ATT 4 bytes Configures the FWPUO master attribute

4 bytes

ERPU N_ERPU 4 bytes Number of ERPU objects. ERPU has up to four regions.

ERPUO_SL_OFFSET 4 bytes Configures the ERPUO base address offset

ERPUO_SL_SIZE 4 bytes Configures the ERPUO region size and ERPUO enable

ERPUO_SL_ATT 4 bytes Configures the ERPUO slave attribute

ERPUO_MS_ATT 4 bytes Configures the ERPUO master attribute
EWPU N_EWPU 4 bytes Number of EWPU objects. EWPU has up to four regions.

EWPUO_SL_OFFSET 4 bytes Configures the EWPUO base address offset

EWPUO_SL_SIZE 4 bytes Configures the EWPUO region size and ERPUO enable

EWPUO_SL_ATT 4 bytes Configures the EWPUO slave attribute

WPUO_MS_ATT 4 bytes Configures the EWPUO master attribute
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Protection Pair &—/

»  SMPU, PPU, and SWPU have a protection pair for protection of protection structures
— Master structure: Protection of slave structure
— Slave structure: Protection of resources
— Change slave setting attributes by master setting attributes

i Resources Access
! (Unprivileged/PC = 6)

\‘\ An
CM4 CPU ? > Resources
ﬁ - (Memory or Peripheral)
?
______________________________________ A
EChange Resources Access Attribute i
! (Privileged/PC = 4) !
A4
Master Structure Slave Structure
- Privileged - Unprivileged
-PC4 -PC6
SMPU, PPU and SWPU Structures
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Protection Violation &—/

»  MPU, SMPU, and PPU detect a restricted transfer:; the bus transfer
results in a bus error — _
Tralnlng section
— Access is evaluated by each protection unit in the following order: references:

Fault Structure

- MPU (High) > SMPU > PPU (Low)

Ad t :
— The slave address regions in programmable PPU may overlap with other slave vaniage

Prevents erroneous

address regions. In this case, access is evaluated by the PPU in the following writing by not allowing

order: transfer

— PPU master structure (High) > Programmable slave structures > Fixed slave structure Possible analysis of
(Low) violation transfer

— The bus transfer will not reach its target
> Violation information is reported to the fault reporting structure
— Violation address
— Bus transfer attribute
— Accessed bus master
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